
Po8 Network - The Post-Quantum Privacy Protocol
A Unified Architecture for Zero-Knowledge Computation,
NPU-Centric Consensus, and Sovereign Network Transport

1. Executive Strategic Overview: The Quadrilemma of
Distributed Consensus

1.1 The Convergence of Existential Threats

The global digital asset infrastructure is currently navigating a period of profound instability,
characterized by the convergence of three distinct but mutually reinforcing existential threats.
These threats are not merely theoretical vulnerabilities; they represent imminent failures in the
foundational assumptions of current distributed ledger technology (DLT). The Po8 Network
emerges as a direct architectural response to this "Quadrilemma"—the challenge of balancing
scalability, security, and decentralization, while simultaneously solving for the fourth, often
neglected pillar: Long-Term Quantum Resilience and Metadata Privacy.

The first threat is the imminent arrival of Cryptographically Relevant Quantum Computers
(CRQCs). The security of the entire modern internet, including every major blockchain from
Bitcoin to Ethereum, rests on the hardness of integer factorization (RSA) and the Elliptic Curve
Discrete Logarithm Problem (ECDLP). These mathematical assumptions, while robust against
classical supercomputers, are fragile in the face of quantum algorithms such as Shor’s
Algorithm. The industry consensus suggests that a CRQC capable of breaking RSA-2048 is not
a matter of "if," but "when." The Po8 Network operates on the premise that for immutable
ledgers, "when" is irrelevant—the data must be secured today to prevent retroactive decryption.

The second threat is the extreme centralization of consensus power. The original vision of
"one CPU, one vote" has been completely eroded by the industrialization of mining. The advent
of Application-Specific Integrated Circuits (ASICs) and the dominance of industrial-scale GPU
farms have concentrated network security into the hands of a few massive data center
operators. This centralization introduces censorship risks and single points of failure that
contradict the core ethos of decentralization. The Po8 Network identifies the "Batch-1 Efficiency
Gap" between industrial GPUs and consumer Neural Processing Units (NPUs) as the critical
lever to reverse this trend.

The third threat is the pervasive erosion of network-layer privacy. While zero-knowledge
proofs (ZKPs) can obscure transaction amounts and sender/receiver identities on the ledger,



they do nothing to hide the metadata of the transmission itself. An adversary monitoring the
network layer (ISPs, autonomous systems, or state-level surveillance apparatuses) can perform
traffic analysis to correlate IP addresses with transaction timing, effectively de-anonymizing
users regardless of on-chain privacy measures. The Po8 Network addresses this by embedding
a Mixnet and Decentralized VPN (dVPN) directly into the validator architecture, making privacy
intrinsic rather than optional.

1.2 The "Harvest Now, Decrypt Later" Threat Model

A primary driver for the immediate adoption of Post-Quantum Cryptography (PQC) in the Po8
Network is the "Harvest Now, Decrypt Later" (HNDL) attack vector. State-level adversaries and
intelligence agencies are currently engaged in the bulk collection of encrypted internet traffic.
This includes Transport Layer Security (TLS) sessions, VPN tunnels, and encrypted blockchain
peer-to-peer (P2P) gossip. This data is being stored in exabyte-scale facilities.

The strategic logic of HNDL is simple: while the adversary cannot decrypt this data today, they
are banking on the future availability of a quantum computer. Once a CRQC comes online, this
harvested data can be retroactively decrypted. For a bank transfer or a fleeting chat message,
this might be acceptable risk. However, for a blockchain—which is by definition an immutable,
permanent record of value transfer—this is catastrophic. A transaction signed with ECDSA
today will be visible to a quantum adversary ten years from now. If that transaction reveals a
user's seed phrase, identity, or long-term financial history, the user is compromised
retroactively. The Po8 Network asserts that the shelf-life of blockchain data necessitates an
immediate migration to lattice-based cryptography to neutralize this retroactive threat.

1.3 Architectural Philosophy: The Four Pillars

The Po8 architecture is not a patch on existing systems but a "clean sheet" redesign founded
on four non-negotiable pillars:

1. Quantum Resistance at Depth: This involves a total rejection of number-theoretic
cryptography. The protocol does not merely add a quantum-safe signature scheme on top
of a legacy curve; it replaces the entire cryptographic substrate with lattice-based primitives
(ML-KEM and ML-DSA) as specified by the finalized NIST FIPS 203 and 204 standards.

2. NPU-Centric Consensus: To democratize mining, the protocol introduces "Proof of Useful
Work" (PoUW). This mechanism is rigorously optimized for the Unified Memory
architectures of consumer edge devices (specifically Apple Silicon) and low-power modular
accelerators (like Kneron). By exploiting the architectural inefficiencies of GPUs in low-batch
inference, Po8 demonetizes industrial mining farms.

3. Infrastructure-Level Privacy: Privacy is treated as a transport-layer problem, not just a
ledger problem. By integrating a Mixnet and dVPN directly into the node software, Po8



1.4 Stakeholder Impact and Design Goals

The Quadrilemma is not an abstract framing; it manifests as concrete and sometimes conflicting
requirements from four distinct stakeholder groups: users, validators/miners, developers, and
regulators/institutions.

From a user perspective, the design goal is "privacy by default, custody by choice." This means
shielding transaction graphs and network metadata without forcing users into exotic tooling.
Wallets must expose simple mental models—accounts, balances, and view keys—while the
complexity of PQC, Mixnets, and ZKPs is pushed into the client and node software. In
particular, the mobile user experience must remain comparable to existing L1s despite heavier
cryptography, which drives the emphasis on delegation frameworks like Siniel and recursive
proofs that compress verification into a single check.

For validators and miners, the protocol must be economically fair and operationally
predictable. TensorChain and InferNet are explicitly tuned so that consumer NPUs operating in
Batch-1 regimes remain profitable even in the presence of data-center GPUs. The roadmap in
this document assumes that early validators are "prosumer" operators running Apple Silicon or
modest edge accelerators, not hyperscale data centers. This shapes block times (e.g., 60s to
allow for Mixnet latency), difficulty adjustment methods, and slashing conditions for misbehavior
in both consensus and inference markets.

For developers, the Po8 Network must look and feel like an advanced but familiar EVM chain.
The Quantum Abstraction Layer and lattice precompiles are engineered so that Solidity
contracts, toolchains, and DevOps workflows can be ported with minimal friction. The goal is to
preserve the massive existing investment in EVM tooling while quietly swapping out the
cryptographic substrate beneath it. This is why the execution layer leans on revm , libp2p ,
and standard ERC-4337 patterns instead of inventing an entirely novel smart contract platform.

For regulators and institutions, the objective is "compliance by choice, not by surveillance."
View keys, zkLedger-style proofs of solvency, and Verifiable Credentials allow institutions to
prove regulatory properties (e.g., KYC/KYB, capital adequacy) without exposing their entire
customer or transaction graph to the world. The architecture is therefore intentionally two-sided:

mandates that validators must relay bandwidth to participate in consensus. This "Dual-Role"
architecture ensures that the privacy set scales linearly with the security of the network.

4. Interoperability and Usability: Recognizing that theoretical perfection is useless without
adoption, Po8 maintains full Ethereum Virtual Machine (EVM) compatibility through a
Quantum Abstraction Layer (QAL). Furthermore, it prioritizes the engineering challenges of
running heavy lattice cryptography on constrained hardware wallets (Ledger), ensuring that
security does not come at the cost of usability.



it protects individuals from mass surveillance while giving regulated entities the cryptographic
levers they need to satisfy auditors and supervisors without inserting custodial intermediaries.

These stakeholder pressures inform every subsequent section of the whitepaper: the PQC
substrate is chosen for long-term safety and library maturity; the NPU consensus is shaped by
hardware economics; the privacy stack is aligned with real-world threat models; and the
implementation roadmap is optimized for incremental, testnet-driven validation rather than a
"big bang" launch.

1.5 Comparative Context: Legacy L1s vs Po8

To ground the Quadrilemma in concrete terms, it is useful to contrast Po8’s design choices with
those of incumbent Layer-1 networks. Drawing from the architectural analysis in the earlier
Aether work, we can summarize the differences along several critical dimensions:

Feature Bitcoin / Ethereum 
(Legacy)

Po8 (Proposed)

Cryptography ECDSA / RSA (quantum-
vulnerable)

ML-KEM & ML-DSA (NIST FIPS PQC)

Consensus SHA-256 PoW / capital-
weighted PoS

PoUW (NPU-optimized 
matrix/inference, Batch-1 aware)

Hardware Target ASICs, GPU farms, staking 
pools

Apple Silicon, Kneron edge devices, 
heterogeneous NPUs

Network Privacy Minimal; P2P gossip leaks IP 
& timing

Native Mixnet & dVPN (Dual-Role 
Validators as Mixnodes)

Ledger Privacy Transparent by default; 
mixers as add-ons

ZK-default ledger (Halo2) with view-key 
hierarchy

Scalability 
Strategy

L2-centric (rollups, channels) Recursive SNARKs + optimistic 
inference + efficient PQC

Wallet Support Classical HW wallets 
optimized for ECDSA

Memory-optimized lattice support on 
Ledger-class devices

This comparison is not merely marketing; it underpins the threat model and engineering
priorities of Po8. Where legacy chains rely on economic inertia and incremental upgrades, Po8
assumes an adversary capable of exploiting CRQCs, GPU concentration, and global metadata
surveillance, and thus bakes quantum safety, hardware decentralization, and privacy into the
base protocol from inception.



2. The Post-Quantum Cryptographic Substrate

2.1 The Mathematical Shift: From Integers to Lattices

The transition to Post-Quantum Cryptography (PQC) represents the most significant
cryptographic migration in the history of the internet. We are moving from the realm of algebraic
geometry over elliptic curves (where security relies on the discrete logarithm problem) to the
geometry of high-dimensional lattices (where security relies on the hardness of finding short
vectors). This is not merely a change in key size; it is a fundamental shift in the underlying
mathematical structures.

The Po8 Network is built upon the assumption that the security guarantees of RSA and ECC
are effectively void. While a quantum computer capable of breaking them may not exist today,
the risk profile of immutable ledgers demands that we treat them as broken. The protocol
adopts the Module-Learning With Errors (MLWE) problem as its core hardness assumption.
This problem forms the foundation of the NIST-selected algorithms Kyber (ML-KEM) and
Dilithium (ML-DSA).

2.1.1 The Mechanics of Module-LWE

In the Learning With Errors (LWE) problem, an adversary is presented with a system of linear
equations that has been "perturbed" by a small amount of error. The equation takes the form:

b = As + e (mod q)

Here, A is a public matrix, s is a secret vector, and e is a small error vector sampled from a
specific probability distribution (typically a Centered Binomial Distribution).

If the error term e were zero, the system could be solved instantly using Gaussian elimination.
However, the introduction of the error term transforms the problem into a lattice problem: finding
the secret s is equivalent to finding the lattice point closest to the vector b. This "Closest Vector
Problem" (CVP) is known to be NP-hard in the worst case and exponentially hard in the
average case for both classical and quantum computers.

The Po8 Network utilizes Module-LWE, a variant that improves efficiency. Standard LWE
requires massive matrices that consume significant bandwidth. MLWE operates over a ring of
polynomials Rq = Zq[X]/(Xn + 1). This algebraic structure allows the protocol to compress the
matrix dimensions by a factor of n (typically 256) while retaining the hardness properties of the
underlying lattice problem. This compression is critical for making PQC practical in a blockchain
environment where every byte of storage costs money.

2.1.2 Optimization via Number Theoretic Transform (NTT)



To ensure that these heavy mathematical operations do not bottleneck the network's
throughput, Po8 leverages specific parameter sets defined in FIPS 203. The polynomial ring
uses a modulus q = 3329. This prime is carefully chosen because 3329 ≡ 1 (mod 512). This
property allows the use of the Number Theoretic Transform (NTT) for polynomial
multiplication.

The NTT is the finite-field equivalent of the Fast Fourier Transform (FFT). It allows the protocol
to perform convolution operations (polynomial multiplication) in O(n logn) time complexity,
rather than the O(n2) complexity of schoolbook multiplication. Without this optimization, the
computational overhead of verifying thousands of PQC signatures per block would create a
Denial of Service (DoS) vector against validator nodes. The Po8 implementation strictly
enforces NTT-domain operations for all on-chain verification.

The Butterfly Operation:
The core of the NTT calculation involves the "Butterfly Operation," which is the basic building
block for the transform:

anew = a + ζ ⋅ b

bnew = a − ζ ⋅ b

Where ζ is a precomputed root of unity (Twiddle Factor). The Po8 node software pre-calculates
these factors for the specific modulus q = 3329 to minimize runtime computation.

2.2 Selected Primitives: NIST Compliance and Parameter Selection

2.2.1 Key Encapsulation: ML-KEM-768 (Kyber)

For Key Encapsulation (establishing secure encrypted channels between nodes), Po8
mandates the use of ML-KEM-768. This parameter set corresponds to NIST Security Level 3,
which is roughly equivalent to AES-192. This level was selected as the optimal trade-off
between security margin and performance/bandwidth cost.

Table 1: ML-KEM Parameter Comparative Analysis

Parameter 
Set

NIST Security 
Level

Module 
Rank (k)

Public Key 
Size

Ciphertext 
Size

Secret Key 
Size

ML-KEM-512 1 (AES-128) 2 800 Bytes 768 Bytes 1,632 Bytes

ML-KEM-
768

3 (AES-192) 3 1,184 
Bytes

1,088 Bytes 2,400 
Bytes

ML-KEM-
1024

5 (AES-256) 4 1,568 Bytes 1,568 Bytes 3,168 Bytes



Handling Decryption Failures: Implicit Rejection

A unique characteristic of lattice-based KEMs like Kyber is the possibility of decryption failures.
Unlike RSA, where decryption is deterministic, ML-KEM has a non-zero (though infinitesimally
small, < 2−139) probability that the error terms will accumulate to a point where decryption
returns the wrong message. While benign failures are statistically impossible, an attacker could
craft specific "poisoned" ciphertexts to induce failures and deduce bits of the secret key (a
Chosen-Ciphertext Attack).

To mitigate this, Po8 implements the Implicit Rejection mechanism as specified in FIPS 203.
During decapsulation, the node re-encrypts the recovered message and compares it to the
received ciphertext. If they do not match (indicating a failure or attack), the function does not
return an error code. An error code would act as a "timing oracle" or "validity oracle," leaking
information to the attacker. Instead, the function returns a pseudorandom key derived from a
secret "reject" seed. The attacker receives a key that looks random and valid but is useless.
This effectively blinds the attacker to the internal state of the decryption process.

2.2.2 Digital Signatures: ML-DSA-65 (Dilithium)

For authentication—transaction signing, block proposals, and governance votes—the protocol
utilizes ML-DSA-65 (CRYSTALS-Dilithium). This algorithm is based on the "Fiat-Shamir with
Abort" paradigm.

The Mechanics of Rejection Sampling

In standard signatures, the signer computes a value directly. In ML-DSA, the signer generates a
potential signature candidate z and checks two conditions:

If the candidate fails either check, the signer "aborts" that attempt, increments a nonce, and
tries again. This Rejection Sampling loop ensures that the final signature follows a uniform
distribution that is mathematically independent of the secret key. This makes side-channel
attacks significantly harder, as the output signature effectively "washes" the secret key's
influence.

Architectural Challenge: Signature Size

The primary engineering challenge with ML-DSA is size. An ML-DSA-65 signature is 3,309
bytes. For comparison, an Ed25519 signature used in Solana is 64 bytes. This represents a 50x
increase in data density per transaction.

1. Does z fall within a specific hypercube bound?
2. Does z leak information about the secret key?



To accommodate this, Po8 employs a Segregated Witness architecture similar to Bitcoin's
SegWit but more aggressive. Signatures are stored in a separate data structure that is not
required for state transitions, only for block validation. Furthermore, the mempool logic is
rewritten to prioritize "value density" (value transferred per byte) rather than just fee per byte, to
prevent the chain from becoming bloated with low-value, high-bandwidth spam.

2.2.3 The Fallback Layer: SLH-DSA (SPHINCS+)

The Po8 Network adheres to the principle of "Crypto Agility." Recognizing that lattice reduction
attacks are an active area of research, the protocol includes a fail-safe mechanism: SLH-DSA
(SPHINCS+).

SLH-DSA is a stateless hash-based signature scheme. It does not rely on lattices, elliptic
curves, or number theory. Its security depends solely on the security of the underlying hash
function (SHA-3). While it is too slow and large (17KB+ signatures) for high-frequency
transaction signing, it serves as the "Root of Trust" for network governance.

If a breakthrough in lattice mathematics compromises ML-DSA, the network governance
(controlled by SLH-DSA keys) can authorize an emergency hard fork to switch to a new
signature scheme. This ensures that the network's sovereignty cannot be captured even if its
primary cryptographic shield is breached.

2.3 Hybrid Key Exchange: The "Belt and Suspenders" Approach

Given the relative novelty of PQC algorithms compared to ECC, there is a non-zero risk of
implementation bugs in the newer libraries. To mitigate this, Po8 employs a Hybrid Key
Exchange for all node-to-node (P2P) communications.

Ksession = HKDF(ECDH(skC, pkC) ∥ Decaps(skPQ, cPQ))

The session key is derived from both a classical Elliptic Curve Diffie-Hellman (X25519)
exchange and a Post-Quantum ML-KEM exchange. This construction guarantees that:

This adheres to the draft-ietf-tls-hybrid-design standard and ensures that the network does not
degrade security in its pursuit of quantum resilience.

2.4 Implementation Fundamentals and Side-Channel Security

2.4.1 Performance and Cycle Counts

1. If the PQC is broken, the session remains secure against classical attackers (maintaining
current security levels).

2. If the ECC is broken (by a quantum computer), the session remains secure against
quantum attackers (via the PQC component).



The computational cost of PQC is often misunderstood. While key sizes are larger, the lattice
operations themselves are highly efficient on modern CPUs.

Table 2: Comparative Cycle Counts (Approximate)

Algorithm Key Generation 
(Cycles)

Encapsulation / Sign 
(Cycles)

Decapsulation / Verify 
(Cycles)

X25519 
(Classical)

~30,000 ~30,000 ~30,000

ML-KEM-768 ~34,000 ~45,000 ~38,000

ML-DSA-65 ~70,000 ~250,000 ~70,000

RSA-2048 ~200,000,000 ~2,000,000 (Sign) ~30,000 (Verify)

As the data shows, ML-KEM operations are comparable to X25519, meaning the computational
latency of a PQC handshake is negligible. The bottleneck is purely bandwidth.

2.4.2 Constant-Time Arithmetic for Timing Attack Resistance

The most prevalent risk in implementation is timing analysis. Naive modular reduction ( a % q )
or rejection sampling loops can take variable time depending on the input, leaking secret key
bits.

Po8 mandates Constant-Time Arithmetic:

2.4.3 Critical Mathematical Engines

To build the PQC primitives from scratch (for auditability), the Po8 core implements:

No if  statements or table lookups based on secret data.

Use bitwise masking &  and |  to select values instead of branching.
Example: Instead of if (s) x = a; else x = b; , use mask = -s; x = (a &
mask) | (b & ~mask); .

1. Montgomery Reduction: Replaces division with bit shifts and multiplications to compute
a ⋅ b ⋅ R−1 (mod q) efficiently.

2. The Number Theoretic Transform (NTT):
Twiddle Factors: Precomputed powers of the root of unity ζ.
Butterfly Operation: The basic building block anew = a + ζ ⋅ b, bnew = a − ζ ⋅ b.
Bit Reversal: Permuting inputs/outputs in bit-reversed order is crucial for
interoperability.



2.5 PQC Software Ecosystem and Operational Choices

Beyond the mathematical primitives, the day-to-day security of Po8 depends heavily on the
quality of the software libraries that implement them. The protocol leans on a layered
ecosystem so that different concerns—performance, auditability, and integration—are cleanly
separated.

Taken together, these implementation choices ensure that the Post-Quantum substrate is not
just mathematically sound but also operationally maintainable, testable, and adaptable as the
broader PQC ecosystem evolves.

2.6 Deep Dive: ML-KEM and the Fujisaki–Okamoto Transform

liboqs  as the canonical engine: At the lowest level, Po8 relies on liboqs  (Open
Quantum Safe) for its Kyber and Dilithium implementations. liboqs  aggregates highly
optimized, constant-time C implementations, including AVX2/AVX-512 and ARM NEON
paths, and is already battle-tested via the OpenSSL OQS provider and PQC-enabled forks
of BoringSSL. Using liboqs  as the "cryptographic kernel" minimizes the risk of bespoke,
unaudited PQC code in consensus-critical paths.
PQClean for audit and portability: Where readability and formal analysis take precedence
over raw speed—such as in reference implementations, test harnesses, or formally verified
components—the project can vendor code from PQClean . PQClean provides clean C99
implementations with strict linting and sanitizer coverage, making it suitable for static
analysis and formal methods. This dual-sourcing strategy (optimized liboqs  in production,
PQClean for verification and testing) mirrors best practices in the classical cryptography
ecosystem.
Ecosystem integrations (OpenSSL, Bouncy Castle): At the edges of the network—
gateways, browser endpoints, enterprise clients—Po8 can reuse the work of the broader
PQC migration. For TLS and VPN endpoints, OpenSSL 3 + oqs-provider enables hybrid
ciphersuites such as X25519_Kyber768  without custom protocol work. In Java and C#
ecosystems, Bouncy Castle’s PQC integrations and "composite key" support allow off-chain
tooling (exchanges, custodians, analytics platforms) to adopt Kyber and Dilithium while still
interoperating with Po8 keys.

Operational consequence: crypto agility: By treating these libraries as pluggable
providers behind a stable internal interface, Po8 can swap concrete algorithms (e.g., ML-
KEM-768 to a Round 4 KEM, or ML-DSA-65 to a future Dilithium variant) without rewriting
consensus logic. The on-chain representation of keys and signatures is versioned, and the
node software exposes configuration flags for preferred parameter sets. This design
anticipates the likely need for at least one major PQC rotation over the multi-decade life of
the network.



While production nodes delegate most of the heavy lifting to liboqs , understanding the
structure of ML-KEM is important for implementers and auditors.

This FO-based wrapping is what makes ML-KEM suitable for adversarial settings like public
blockchain P2P handshakes, where chosen-ciphertext attacks are the norm rather than the
exception.

2.7 Deep Dive: ML-DSA, Size Management, and “Why Not Falcon?”

ML-DSA (Dilithium) introduces different engineering trade-offs than ML-KEM, particularly
around signature size and side-channel robustness.

Ring and parameterization: ML-KEM-768 works over the ring Rq = Z3329[X]/(X256 + 1)

with module rank k = 3. Public keys and ciphertexts are vectors of polynomials in this ring,
compactly encoding high-dimensional lattice instances.

Key generation: A seed is expanded via SHAKE-128 to derive the public matrix A and
secret and error vectors s, e. These are sampled from a centered binomial distribution and
stored in the NTT domain for efficient multiplication. The public key is t = As + e; the secret
key consists of s plus auxiliary hashes and seeds.
Fujisaki–Okamoto (FO) transform: The underlying PKE scheme is only CPA-secure. The
FO transform upgrades it to a CCA2-secure KEM by tightly coupling decapsulation to a re-
encryption check:

Encapsulation chooses a random message m, hashes it (together with the public key)
into randomness r, encrypts m to obtain c, and derives the shared secret K from (m, c)

.

Decapsulation decrypts c using s to obtain a candidate m′, recomputes c′ from m′ and
the public key, and compares c′ with the received c.
If they match, the legitimate K is derived; if not, the implementation must return a
pseudorandom key derived from a secret reject seed rather than failing loudly.

Implicit rejection as a design invariant: As emphasized in both NIST’s FIPS 203 and the
Aether analysis, it is not acceptable to branch on "decrypt success" in a way that leaks
timing or error codes to the adversary. The implicit-rejection pattern—always returning a
key, never an error—is therefore a non-negotiable invariant in Po8’s KEM code and is
enforced via test vectors and side-channel review.

Rejection sampling and key hygiene: As detailed in the Aether paper, a naïve lattice
signature of the form z = y + cs would leak information about the secret key s through the
distribution of z. ML-DSA’s Fiat–Shamir-with-abort paradigm repeatedly samples candidate
z values and rejects any that fall outside tightly defined norm bounds. This ensures that the
final distribution of signatures is statistically independent of s, closing an entire class of
leakage channels.



These design choices, drawn directly from the PQC and Aether analyses, explain why Po8
favors slightly larger, integer-based signatures over more compact but riskier alternatives, and
how the protocol architecture absorbs their size without sacrificing throughput.

2.8 Sampling Algorithms and Randomness Formulas

For completeness, we also record the concrete sampling formulas used in standard ML-KEM
implementations, as detailed in the PQC guide, since they are security-critical:

2.8.1 GenMatrix  via Rejection Sampling

The public matrix A is generated from a seed ρ using SHAKE-128, whose output is treated as a
stream of bytes. Coefficients in Zq are obtained by taking 12-bit chunks and rejecting out-of-
range values:

This simple rule ensures that each coefficient is uniformly distributed in {0, 1, … , q − 1} with
q = 3329, avoiding the bias that would arise from naïve modulo reduction.

2.8.2 Centered Binomial Distribution (CBD)

Signature size and Segregated Witness: ML-DSA-65 public keys are on the order of
~1.9KB and signatures ~3.3KB—roughly 50× larger than Ed25519. The Aether analysis
motivates Po8’s decision to implement a Segregated Witness–style layout where signatures
live in a separate, non-state-critical data structure. This keeps the "hot" part of the block
(state transitions and Merkle paths) compact while still allowing full validation for archival
and consensus nodes.

Why not Falcon?: Falcon, another NIST finalist, offers significantly smaller signatures, but
it relies on floating-point Gaussian sampling. Implementing constant-time, side-channel-safe
Gaussian samplers across heterogeneous hardware (CPUs, NPUs, smartcards) is
notoriously difficult. ML-DSA, by contrast, uses integer arithmetic and simpler sampling
distributions, which are easier to harden. Po8 therefore adopts ML-DSA as the primary
signature scheme and reserves SLH-DSA (SPHINCS+) as a conservative, hash-based
fallback for governance keys.
Side-channel countermeasures in practice: Beyond constant-time arithmetic, Po8’s
reference implementations adopt fixed-block sampling strategies to avoid leaking the
number of rejected candidates in ML-DSA. Where practical (e.g., on hardware wallets), first-
order masking techniques are applied to comparisons and other non-linear operations to
raise the cost of power analysis attacks.

Let b1, b2 be two consecutive bytes from the stream and define

d = b1 + 256 ⋅ (b2 mod 16).

If d < 3329, accept d as a coefficient; otherwise, reject and draw the next 12 bits.



The noise vectors s and e are sampled from a centered binomial distribution CBDη over a small
range. For the common parameter η = 2, a typical bit-sliced implementation proceeds as:

In practice, many such coefficients are computed in parallel using bit-slicing over machine
words to maintain constant-time behavior and avoid branches on individual bits.

3. NPU-Centric Consensus: The Economics of Proof of Useful
Work
The Po8 Network's consensus mechanism is designed to reverse the centralization of mining.
Traditional Proof of Work (PoW) inevitably centralizes because "throughput" scales linearly with
hardware cost. Industrial GPUs (like the Nvidia H100) are throughput monsters. They utilize
massive parallelization to process thousands of tasks simultaneously (Batch Size > 64). They
hide memory latency by context-switching between thousands of threads.

However, Po8 identifies a critical weakness in these industrial architectures: the "Batch-1
Efficiency Gap."

3.1 The "Batch-1 Efficiency Gap" Thesis

When an H100 is forced to process a single inference request sequentially (Batch Size 1), its
efficiency collapses. The overhead of kernel launches, memory synchronization across the
PCIe bus, and the massive static power draw of the card means that the "Joules per Token"
metric skyrockets.

Consumer Edge NPUs (like the Apple Neural Engine) are optimized for latency, not throughput.
An Apple M2 Ultra is designed to generate the next token of a chatbot response as fast as
possible for a single user.

Table 3: Hardware Architecture Comparison

Chip 
Variant

Memory 
Technology

Max Unified 
Memory

Memory 
Bandwidth

Neural Engine 
Performance

Apple M1 LPDDR4X 16 GB 68 GB/s 11 TOPS

Read 4 bits (a0, a1, b0, b1) from a random byte stream.

Compute

x = (a0 + a1) − (b0 + b1),

which yields x ∈ [−2, 2].



Chip 
Variant

Memory 
Technology

Max Unified 
Memory

Memory 
Bandwidth

Neural Engine 
Performance

Apple M2 
Ultra

LPDDR5 192 GB 800 GB/s 31.6 TOPS

Apple M3 
Ultra

LPDDR5 192 GB 819 GB/s 35+ TOPS

Nvidia 
H100

HBM3 80 GB 3,350 GB/s 4,000 TOPS (Tensor)

Note: While the H100 has higher raw bandwidth, its efficiency collapses at Batch-1 due to PCIe
transfer overhead and synchronization latency, whereas Apple Silicon accesses memory
directly via the Unified Memory Architecture (UMA) without copying.

By mandating that the mining task consists of sequential, low-batch inference operations, Po8
forces industrial miners to operate in their most inefficient regime, while consumer devices
operate in their optimal regime. This economic inversion is the key to decentralization.

3.2 TensorChain: The Matrix-Based Proof of Work

The Layer-1 consensus algorithm, TensorChain, is a verifiable delay function based on high-
dimensional matrix multiplication.

3.2.1 The Matrix Puzzle Mechanics

3.2.2 Verifiability via Freivalds’ Algorithm

1. Seed Derivation: The miner takes the previous block hash Hprev and a nonce to derive a
seed σ.

2. Matrix Generation: Using a CSPRNG seeded with σ, generate two matrices A and B of
dimension N × N .

NPU Optimization: For Apple Silicon, N  is set to maximize Unified Memory usage (e.g.,
N = 8192), creating a memory-bandwidth bound task.

3. Noise Injection: Generate noise matrices E and F  (low rank) derived from the seed.
4. Compute: Calculate the "Noisy Product":

C ′ = (A + E) ⋅ (B + F)

This calculation utilizes the NPU's MAC units at INT8 precision.
5. Transcript Hashing: The resulting matrix C ′ is too large to transmit. Compute a Merkle

Root or linear projection to produce a compact digest z.

6. Difficulty Check: Hash z. If the hash is below the target difficulty, the block is valid. If not,
increment the nonce and retry.



A critical requirement for PoW is that verification must be cheaper than generation. In standard
MatMul, checking A ⋅ B = C is as expensive as computing it (O(N 3)).

TensorChain utilizes Freivalds’ Algorithm for probabilistic verification in O(N 2) time:

3.2.3 Sharded Mining for Kneron Accelerators

Recognizing that not all users own high-end workstations, Po8 supports Sharded Mining for
modular accelerators like Kneron USB dongles.

3.3 The InferNet Layer: Useful Work

TensorChain provides the entropy for block generation, but the "InferNet" layer utilizes the
NPUs for useful AI tasks.

3.3.1 Optimistic Verification with Fraud Proofs

Verifying an AI inference (e.g., "Run Llama-3-8B on this prompt") on-chain is computationally
prohibitive. Po8 adopts an Optimistic Verification model inspired by Optimistic Rollups.

Validators do not re-compute the full matrix.

They choose a random vector r.
They verify if A × (B × r) = C × r.
This reduces the complexity from cubic to quadratic, allowing instant verification of the
heavy NPU work.

The Scheduler: The consensus mechanism includes a "Scheduler" that routes memory-
heavy tasks (Large Matrices, LLMs) to Unified Memory nodes (Apple) and compute-
heavy/memory-light tasks (CNNs, Image Recognition) to Accelerator nodes (Kneron).

Workload Decomposition: For TensorChain, large matrices are decomposed into sub-
blocks. Kneron nodes are assigned specific sub-blocks to compute.
Reconfigurability: Kneron's architecture allows it to reconfigure its data path at runtime
(e.g., switching from Conv2D to Dilated Convolution), maintaining high utilization even on
fragmented workloads.

1. Execution: A miner runs the model and posts the result + a state hash. They stake Po8
tokens as a bond.

2. Challenge Window: A network of "Fishermen" (verifier nodes) re-executes the task off-
chain.

3. Dispute: If a Fisherman detects a discrepancy, they issue a challenge.

4. Bisection Protocol: The chain mediates a bisection protocol to identify the single
instruction where the miner and verifier diverged.



3.3.2 Determinism via INT8 Quantization

A major challenge in decentralized AI is non-determinism. Floating-point arithmetic (IEEE 754)
is not associative; the order of operations on an Nvidia GPU versus an Apple NPU yields
slightly different rounding errors, causing divergent hashes.

Po8 solves this by mandating Strict INT8 Quantization.

This creates a universal, deterministic language for the decentralized supercomputer, ensuring
that an inference run on a Kneron dongle matches bit-for-bit with one run on an M2 Ultra.

3.4 Security Model, Attack Surfaces, and Economic Defenses

Designing an NPU-centric consensus mechanism requires more than just performance tuning;
it demands a clear articulation of how an economically motivated adversary might attempt to
subvert the system and how the protocol responds.

5. Resolution: That single instruction is executed on-chain (or via a supreme court of high-
stake validators) to determine the truth. The loser is slashed.

Integer Math: Integer arithmetic is deterministic. 2 × 3 = 6 on every processor architecture.

Quantization Aware Training (QAT): All models supported by the InferNet registry must be
trained using QAT to ensure they retain accuracy when quantized to 8-bit integers.

Supply chain difficulty vs. ASIC centralization: In Bitcoin, security is derived from the
capital expense of acquiring ASICs that can be manufactured in bulk by a small number of
foundries. In Po8, security is instead tied to the difficulty of acquiring millions of
heterogeneous NPUs across fragmented consumer supply chains (Apple, Qualcomm,
Kneron, etc.). Accumulating hundreds of thousands of MacBooks or edge accelerators
without triggering market and regulatory alarms is logistically and politically far harder than
ordering another batch of ASICs from a single vendor.

Proof of Latency and geographical dispersion: To prevent a single high-end GPU farm
from simulating thousands of virtual miners, the protocol can incorporate "Proof of Latency"
constraints via verifiable delay functions (VDFs) and network triangulation. Because the
speed of light is finite, an attacker co-locating hardware in a single data center cannot
respond within tight latency windows to validators distributed across many geographies.
Measuring round-trip times and enforcing strict submission windows allows the network to
discount or slash miners whose responses suggest artificial clustering, favouring genuinely
distributed edge devices.
Energy economics at Batch-1: The Batch-1 Efficiency Gap is not only a technical
curiosity; it is the core of the economic defense. For a would-be attacker running H100s at
Batch-1, the cost per valid block (in Joules and dollars) rises sharply compared to a fleet of
consumer NPUs. Provided block rewards and fees are calibrated to keep edge miners



Collectively, these mechanisms align the consensus layer with the physical and economic
realities of edge hardware, making attacks expensive, noisy, and operationally risky, while
keeping honest participation simple for ordinary NPU owners.

3.5 Formal TensorChain Specification and Model Scheduling

The Aether technical analysis provides a more formal view of TensorChain and its interaction
with higher-layer inference workloads, which Po8 adopts with minimal adaptation.

3.5.1 Formal TensorChain Puzzle Definition

Let H be the current block header and n a miner-chosen nonce. The TensorChain puzzle
proceeds as follows:

Verification uses Freivalds’ algorithm: validators sample a random vector r and check whether
A ⋅ (B ⋅ r) = C ′ ⋅ r holds, repeating as necessary to drive the soundness error to negligible
levels. This codifies the "expensive to generate, cheap to verify" asymmetry in a way that
cleanly maps onto matrix multiplication hardware.

marginally profitable, any entity attempting to dominate the network with data-center GPUs
will face structurally worse unit economics, turning a 51% attack into a money-burning
exercise rather than a profitable strategy.
Slashing and fraud proofs in InferNet: On the utility layer, Optimistic Verification with
bisection-based fraud proofs ensures that miners cannot cheaply fabricate inference results
to collect fees or bias downstream applications. As long as at least one honest verifier exists
for each high-value task, any attempt to spam invalid results leads to stake slashing. This
ties economic security not only to hardware but also to the value at risk within the inference
marketplace, creating a second line of defense beyond raw hashrate.

1. Seed derivation: Compute a domain-separated seed S = SHAKE256(H ∥n).
2. Matrix generation: Use S as a CSPRNG seed to generate matrices A,B ∈ Z

N×N, where N
is chosen to target roughly 75% of available system RAM on a high-end consumer node.

3. Noise injection: Derive low-rank noise matrices E,F  from S and compute the "noisy
product"

C ′ = (A + E) ⋅ (B + F)

in INT8, saturating the NPU’s tensor units.

4. Digest computation: Derive a succinct digest D from C ′—for example, by hashing the
diagonal or by building a Merkle tree over rows/columns and taking its root.

5. Difficulty check: The puzzle is solved if Hash(D) is below the global difficulty target;
otherwise the miner increments n and repeats.



3.5.2 InferNet Model Registry and NPU Scheduling

On top of TensorChain, the InferNet layer introduces structured work in the form of AI inference
and, eventually, federated learning:

These details, drawn from the earlier Aether design, complete the picture of Po8 as not only an
NPU-hardened consensus engine but also a generalized, economically coherent marketplace
for verifiable AI computation.

4. Network Privacy Architecture: The Validator as a Privacy
Provider

4.1 The Metadata Surveillance Gap

Most "privacy coins" focus solely on the ledger (hiding the amount). They ignore the network
layer. If a user broadcasts a ZK-transaction from their home IP address, the ISP, the VPN
provider, and any eavesdropper on the backbone can see:

Through traffic analysis and timing correlation, the user is de-anonymized. Po8 closes this gap
by mandating that Every Validator is a Mixnode.

4.2 The Mixnet Architecture

Model registry: An on-chain registry tracks supported models (e.g., MobileNetV2,
ResNet50, Llama-3 variants) together with their quantization parameters, ONNX graph
hashes, and licensing metadata. This ensures that all nodes agree on the exact
computation being proven or optimistically verified.
Task sharding and hardware affinity: As described in the NPU paper, the scheduler
assigns vision-heavy, memory-light CNN workloads to Kneron-class devices and large
language model (LLM) workloads to Apple Silicon nodes with ample Unified Memory.
Requests specify a model ID and input payload; the scheduler decomposes these into
shards that respect each device’s RAM and bandwidth constraints.

Optimistic marketplace semantics: Users submit inference requests as on-chain jobs with
fees, miners claim jobs and post results plus state hashes, and verifiers can challenge
suspicious results. This extends the "useful work" concept beyond abstract puzzles, aligning
NPU utilization with real economic demand for AI services while preserving the same
slashing-based security guarantees described in Section 3.3.

1. User IP A sent a packet of size X at time T.

2. Validator IP B received a packet of size X at time T+δ.
3. A block was produced containing a transaction of size X.



Po8 integrates a Nym/Loopix-style Mixnet directly into the node software.

4.2.1 Stratified Topology

Unlike unstructured P2P meshes, the Po8 Mixnet uses a Stratified Topology. Nodes are
arranged in layers (Layer 1, Layer 2, Layer 3).

4.2.2 Sphinx Packet Format

All data flowing through the Po8 Network is encapsulated in Sphinx packets.

4.2.3 Loop Cover Traffic (Poisson Noise)

A critical feature of Po8's privacy is Loop Cover Traffic. Every node generates dummy packets
sent to itself or other nodes following a Poisson distribution. This creates a baseline level of
"noise" on the network.

4.3 The Decentralized VPN (dVPN)

For low-latency traffic (like web browsing) where the high latency of a Mixnet is unacceptable,
Po8 nodes function as dVPN relays.

Routing: A valid path must traverse exactly one node from each layer (Entry -> L1 -> L2 ->
L3 -> Exit). This prevents "Sybil routes" where an attacker creates a very short path through
nodes they control to deanonymize traffic.
Gateways vs. Mixnodes:

Gateways: Act as entry/exit points and mailboxes. Users connect to gateways via
stable WebSocket/TCP connections. Gateways buffer messages for offline users.

Mixnodes: The heavy lifters that perform shuffling and delaying. They only talk to
other mixnodes or gateways, never directly to users.

Constant Size: All packets are padded to exactly 32 KB. An observer cannot distinguish
between a block header, a transaction, a chat message, or a control signal.
Bitwise Unlinkability: The packet undergoes cryptographic transformation at each hop.
The bitstream entering a node is completely uncorrelated to the bitstream leaving it. This
prevents "tagging attacks" where an adversary modifies a packet to trace it.

Constant Rate Emission: Nodes emit packets at a constant rate, regardless of actual
demand.

The "Hiding in the Crowd" Effect: When a miner needs to broadcast a real block, they
simply replace one of the dummy packets with the real block data. To an external observer,
the traffic pattern remains unchanged. There is no "burst" of activity that betrays the miner's
action. This renders timing analysis statistically impossible.



4.3.1 Censorship Resistance: AmneziaWG

Standard WireGuard VPN protocol is fast but easily detectable by Deep Packet Inspection
(DPI) because of its unique handshake signature. Restrictive firewalls (like the Great Firewall)
can identify and block it.

Po8 integrates AmneziaWG, a fork of WireGuard. AmneziaWG obfuscates the handshake
packet headers, making the VPN traffic look like random noise or generic HTTPS traffic. This
ensures that Po8 nodes can provide uncensored internet access even in hostile jurisdictions.

4.3.2 Dandelion++ Propagation

Before a transaction even enters the Mixnet, Po8 employs Dandelion++ propagation logic on
the P2P layer.

This mechanism prevents "Supernode" spies from triangulating the IP address of the originating
node by observing the propagation pattern. The spy only sees the "fluff" phase, which originates
far from the actual source.

4.4 The Bandwidth Market Economics

To incentivize nodes to relay traffic, Po8 implements a Proof of Relay market.

4.4.1 Proof of Mixing (PoM) Reward Function

The incentive model for Mixnodes must reward Quality of Service (QoS). The reward function
is defined as:

Ri = Base + (Performance × Stake) − Cost

4.4.2 dVPN Payment Models

Stem Phase: The transaction is passed to one peer at a time (anonymity graph), creating a
"stem."

Fluff Phase: After a random delay, the transaction is broadcast to the entire network
(diffusion graph).

1. Active Set Selection: The protocol selects an "Active Set" of mixnodes for each epoch
based on reputation (stake).

2. Sampling: Monitor nodes send test packets to measure packet loss and latency, generating
a reliability score (0.0 - 1.0).

3. Saturation: To prevent centralization, a node's reward scales with stake only up to a
Saturation Point (e.g., 1% of total supply). Beyond this, adding stake yields no extra
reward, forcing large whales to delegate to smaller nodes.



From the supporting analysis, we can make the expected-value calculation explicit for a
canonical Orchid-style ticket. Suppose a ticket promises a payout of V  coins with winning
probability p. The expected value of each ticket is

E[payout] = V ⋅ p.

For example, with V = 100 and p = 1
1,000,000 ,

E[payout] = 100 ×
1

1,000,000
= 0.0001,

so attaching one such ticket to each packet yields an amortized payment of 0.0001 coins per
packet while only rarely requiring an on-chain settlement.

4.5 Operational Considerations: TEEs, ORAM, and Privacy
Assurance

In practice, running a global Mixnet and dVPN atop a blockchain requires careful thought about
where to terminate encryption, how to manage keys, and how to defend against side-channel
attacks on relay nodes.

Orchid Model (Probabilistic Nanopayments): For high-volume, low-value traffic (like
dVPN streaming), users attach a "lottery ticket" to packets. The ticket has a small probability
of winning a large reward. The expected value equals the bandwidth cost. Nodes verify
tickets locally and only submit "winners" to the chain. This allows the network to process
millions of payment packets with minimal on-chain load.

Sentinel Model (Bandwidth Provenance): For subscription-based enterprise users, nodes
track bytes transferred per session and submit a cryptographically signed "Bandwidth
Usage Proof" to claim funds from a pre-funded escrow smart contract. This provides a
deterministic billing model for reliable SLAs.

Trusted Execution Environments for "data in use": While the ledger and Mixnet
protocols provide cryptographic guarantees, operator machines remain vulnerable to
compromise. By optionally executing sensitive components—such as dVPN session
management, Mixnet packet handling, or FHE coprocessors—inside Trusted Execution
Environments (TEEs) like Intel SGX or ARM TrustZone, operators can ensure that long-
lived keys and traffic metadata are protected even if the host OS is compromised. The Po8
design treats TEEs as a performance and security optimization, not a trust anchor: a breach
of a TEE may leak metadata but cannot violate the correctness of the ledger or ZK circuits.
Oblivious RAM to harden enclave access patterns: A known weakness of TEEs is
leakage via memory access patterns. Integrating Oblivious RAM (ORAM) techniques—
where each logical access is translated into a randomized path of physical reads and writes
—prevents adversaries from inferring which mix packets or session states are being



By explicitly considering these operational layers, the network turns abstract anonymity
guarantees into robust, end-to-end privacy properties that can withstand real-world adversaries
with significant observational and compute resources.

5. Ledger Privacy & Compliance

5.1 Zero-Knowledge Architecture: Halo2 and Recursion

While the Mixnet protects the IP, the Ledger protects the graph. Po8 utilizes the Halo2 proving
system with KZG Commitments.

Verify(πblock) ⟹ ∀i, Verify(πtxi) = True

This property allows a mobile light client to verify the validity of the entire blockchain history by
checking a single proof, enabling true "verify, don't trust" security on smartphones.

5.2 Programmable Compliance: The View Key Hierarchy

Po8 introduces a "Compliance-Optional" privacy model designed to bridge the gap between
cypherpunk ideals and enterprise requirements. Every account possesses a hierarchy of keys:

touched at a given time. Although ORAM increases CPU and memory overhead, it is an
appropriate trade-off for high-sensitivity roles such as compliance-critical gateways and
large institutional relays.
From "privacy coin" to "privacy stack": Architecturally, Po8 aligns with the "privacy
stack" philosophy: privacy is not a single feature but an emergent property of cryptography,
networking, and economics. Validators are simultaneously consensus participants,
Mixnodes, and bandwidth brokers; their incentives (via PoM/PoR, staking, and block
rewards) are structured so that maintaining high-quality cover traffic, low packet loss, and
robust uptime is as important to their revenue as producing blocks. This tight coupling of
economic incentives and privacy guarantees is what distinguishes Po8 from L1s that bolt on
mixers or external VPNs as optional extras.

Universal Trusted Setup: Unlike Groth16, which requires a new trusted setup ceremony
for every circuit change, Halo2 with KZG requires only a single, universal setup. Once the
"Powers of Tau" ceremony is complete, the Po8 protocol can upgrade its privacy circuits
indefinitely without complex logistical coordination.

Recursive SNARKs: To ensure scalability, Po8 uses recursive proofs. A block proposer
aggregates thousands of individual transaction proofs (πtx) into a single "Block Proof" (πblock
).

1. Spending Key (sk): The master key, used to authorize transfers.



5.3 Institutional Privacy: zkLedger and VCs

For institutional adoption, Po8 supports Verifiable Credentials (VCs) and Whitelisted Pools.

5.4 Private Delegation: The Siniel Framework

Generating ZK proofs is computationally heavy. On a mobile device, this drains battery and
causes lag. Po8 integrates the Siniel framework for private delegation.

Siniel allows a mobile wallet (the Delegator) to outsource the heavy lifting (NTTs and polynomial
evaluations) to a miner (the Worker). Critically, this is done via Multi-Party Computation (MPC)
and blinded polynomials. The Worker performs the computation on encrypted data and returns
the result. The Worker never sees the witness (the private key or transaction details).

Research data indicates that Siniel reduces the computation time on the mobile device by 16%
to 80%, making complex privacy-preserving transactions viable on mid-range smartphones
without compromising user secrets.

5.5 Compliance Patterns and Example Flows

The combination of view keys, zkLedger-style proofs, and Verifiable Credentials enables a
spectrum of concrete compliance patterns that go well beyond "black box" privacy.

2. Full Viewing Key (fvk): Allows decryption of the entire transaction history (incoming and
outgoing). This is typically shared with auditors or tax accountants.

3. Incoming Viewing Key (ivk): Allows decryption of only incoming funds. This is useful for
Point-of-Sale (POS) terminals that need to verify receipt of payment without seeing the
wallet's total balance.

4. Transaction View Key (tvk): A specialized key that decrypts a single specific transaction.
This allows a user to prove to a third party (e.g., a dispute mediator) that "I sent 50 USDC to
Bob on date X" without revealing any other financial information.

Permissioned Pools: A DeFi pool can require a ZK-proof of a valid VC (e.g., "I have
passed KYC with Provider X") to interact. The user proves they possess the credential
without revealing their identity on-chain.
zkLedger Audits: Banks can use the zkLedger mechanism to prove global properties of
their holdings, such as "Proof of Solvency" (Total Assets ≥ Total Liabilities), using
homomorphic additions on the encrypted balances. This satisfies regulatory capital
requirements without exposing the customer list or the bank's total proprietary position to
competitors.

Regulated exchange with zkLedger solvency proofs: An exchange building on Po8 can
maintain its internal ledger entirely within the shielded pool while periodically publishing a



By embedding these flows into the base protocol rather than leaving them to ad-hoc application
logic, Po8 aims to make "regulated privacy" the default posture for serious businesses while still
preserving strong anonymity and unlinkability for individuals who choose not to disclose.

6. Interoperability and Hardware Engineering

6.1 The Rust Node Architecture

The Po8 node software ( po8-core ) is engineered in Rust to prioritize memory safety and
concurrency. It is composed of three distinct crates working in unison:

zkLedger proof that the sum of user liabilities does not exceed on-chain reserves.
Regulators and customers can verify this statement without learning individual balances,
deposit addresses, or trading activity, eliminating the need for intrusive audits that expose
customer data.
Merchant accounting with incoming viewing keys: A merchant terminal can be
configured with only an Incoming Viewing Key (ivk), allowing it to see and confirm customer
payments without ever gaining the ability to spend funds or view the merchant’s broader
financial history. At the end of the tax year, the merchant can hand an auditor a Full Viewing
Key (fvk) for a specific account or time window, letting the auditor reconstruct all cash flows
without interacting with the private spending keys.

Per-transaction disclosure for disputes: In consumer protection or legal dispute
scenarios, a user can derive a Transaction View Key (tvk) for a single payment and share it
with an arbitrator or court. This key decrypts exactly one transaction and nothing else. The
ZK circuit enforces that the ciphertext visible to the receiver, the sender’s audit log, and any
disclosed view are all consistent, preventing "selective misreporting" where a party shows a
different version of the same transfer to different audiences.
KYC-gated DeFi pools via Verifiable Credentials: A liquidity pool smart contract can
require a ZK proof that the caller holds a non-revoked KYC credential from an approved
issuer set and is not in a restricted jurisdiction. The pool never learns the caller’s real-world
identity or on-chain address; it only sees a Boolean "access granted" result. This pattern
allows regulated institutions to participate in DeFi markets that enforce policy constraints
cryptographically rather than via centralized blacklists.

1. po8-consensus  (The Engine): A heavy fork of CometBFT (formerly Tendermint). The
standard Ed25519 signature verification logic is replaced with ML-DSA-65 verification. The
Vote  and Proposal  structs are expanded to accommodate the 3.3KB lattice signatures.

2. po8-vm  (The Execution Layer): Integrates revm (Rust EVM), a high-performance EVM
implementation. It handles the Quantum Abstraction Layer logic.



6.2 The Quantum Abstraction Layer (QAL)

A major barrier to new Layer-1 adoption is the lack of developer tools. Po8 maintains full EVM
Compatibility via the Quantum Abstraction Layer (QAL).

The core incompatibility is that Solidity expects 20-byte addresses derived from ECDSA public
keys and uses ecrecover  for verification. ML-DSA keys are too large for this.

The QAL solves this via Account Abstraction (ERC-4337):

6.3 Precompiles for Lattice Operations

To maximize performance, the heavy lattice math is not run in the EVM bytecode. It is written in
highly optimized Rust (using liboqs ) and exposed via precompiles:

6.4 Hardware Wallet Support: Engineering for Constraints

The most significant usability challenge is running PQC on hardware wallets like the Ledger
Nano X, which has very limited RAM (<50KB for apps) and a slow Cortex-M4 processor.

Po8 implements a Memory-Optimized Streaming Architecture:

3. po8-crypto  (The Lattice Core): Wraps liboqs  via FFI bindings. It exposes heavy
operations to the EVM via precompiles and manages key generation/verification.

1. Address Derivation: The user's address is the SHA3-256 hash of their ML-DSA public key
(truncated to 20 bytes).

2. Smart Accounts: All user accounts are smart contracts.

3. The Bundler: The miner acts as a bundler. They validate the ML-DSA signature using a
native Precompiled Contract before executing the transaction.

4. Execution: Inside the EVM, the transaction appears to come from a valid address. The
contract logic ( msg.sender ) works exactly as it does on Ethereum, allowing developers to
deploy existing Solidity code (Uniswap, Aave) without modification.

ML_KEM_DECAPS  (0x20): Enables on-chain key exchange for encrypted messaging apps.
ML_DSA_VERIFY  (0x21): Enables verification of external quantum-safe signatures.

NTT_MUL  (0x22): Accelerates polynomial multiplication for ZK-Rollups building on top of
Po8.

Just-in-Time Generation: The device does not store the expanded secret key (which is
large). It stores only the 32-byte seed and regenerates the necessary parts of the secret
vector s on-the-fly during the signing process.

Flash Streaming: Large public parameters (Matrix A) are streamed directly from flash



6.5 Network Stack, Sidecars, and Developer Tooling

Interoperability is not only about bytecode compatibility; it also depends on how nodes
communicate, expose APIs, and integrate with existing infrastructure.

This broader engineering context ensures that the cryptographic and consensus innovations in
Po8 are wrapped in a developer experience that feels familiar, observable, and maintainable to
teams already comfortable with Rust, EVM, and modern networking stacks.

6.6 Account Abstraction and Smart-Contract Patterns

Building on the QAL and precompiles, the Aether work outlines several smart-contract patterns
that Po8 explicitly supports:

memory, bypassing the RAM bottleneck.
Blind Signing Mitigation: Lattice signatures are large, often requiring "Blind Signing"
(hashing the data on the host). To prevent attacks where the host tricks the user, the Po8
Ledger app includes a custom parsing engine. This engine decodes the ABI-encoded
transaction digest chunk-by-chunk, displaying the human-readable "Recipient" and
"Amount" on the trusted screen. This ensures "What You See Is What You Sign"
(WYSIWYS) security remains intact.

Libp2p-based networking and sidecar processes: Rather than relying solely on a
monolithic node binary, Po8 can adopt a Rust libp2p  network layer with Noise-encrypted
connections, Dandelion++ logic wired into gossipsub , and a dedicated "network sidecar"
( netd ) process responsible for Mixnet and dVPN duties. This mirrors the Cosmos-style
split between a blockchain core ( chaind / po8-core ) focused on consensus and state
transitions, and a sidecar handling high-throughput packet routing, WireGuard interfaces,
and bandwidth accounting.

Precompile-facing SDKs and language bindings: To make the lattice precompiles and
QAL semantics accessible, the project can ship first-party SDKs in Rust, TypeScript, and Go
that provide typed wrappers around ML_KEM_DECAPS , ML_DSA_VERIFY , and related
syscalls. These SDKs abstract away raw calldata encoding and gas estimation, letting
application developers think in terms of "verify this Dilithium signature" or "establish a Kyber
session" rather than low-level ABI minutiae.
Testing, devnets, and fuzzing harnesses: Given the novelty of combining PQC, NPU
mining, and ZK privacy in a single stack, the implementation plan assumes multiple devnets
with progressively stricter assumptions. Early networks may run TensorChain in CPU-
simulated mode, while later ones enable Apple Silicon NPUs, Kneron shards, and the full
Mixnet. Continuous fuzzing of precompiles, NTT implementations, and serialization formats
(using tools like cargo-fuzz  and libFuzzer) is a non-negotiable part of the engineering
process, catching edge cases before they become consensus splits.



These patterns ensure that the substantial engineering investment encoded in the draftpaper
and implementation plan is reflected in concrete developer affordances, making Po8 feel like a
natural extension of the existing EVM ecosystem rather than a foreign platform.

7. Strategic Implementation Roadmap

Phase 1: The Quantum Foundation (Months 1-6)

Native ERC-4337 smart accounts: Rather than modifying the EVM core, Po8 leans on
ERC-4337-style UserOperation s and EntryPoint contracts. Users sign UserOperation
bundles with ML-DSA; bundlers verify these signatures via the ML_DSA_VERIFY  precompile
before forwarding them to the EntryPoint, which then invokes validateUserOp  on user
smart accounts. This keeps the consensus engine simple while giving wallet developers full
control over key rotation, session keys, and spending policies.

QAL-aware account contracts: Reference QAL_Account  contracts (mirroring those in the
draft implementation) expose a clean interface for developers:

Derive account addresses from the hash of an ML-DSA public key.
Implement validateUserOp  to call the lattice verification precompile and enforce
nonce, gas, and policy checks.

Surface helper methods for rotating underlying keys (e.g., from ML-DSA-65 to a future
scheme) without changing the on-chain address.

Precompile-oriented application design: Higher-level applications—bridges, messaging
layers, rollups—are encouraged to treat ML_KEM_DECAPS , ML_DSA_VERIFY , and NTT_MUL
as first-class syscalls. For example:

A quantum-safe messaging dApp can use ML_KEM_DECAPS  to negotiate end-to-end
Kyber session keys entirely on-chain, then move bulk ciphertext off-chain.

A ZK-rollup sequencer can call NTT_MUL  in a precompile to accelerate polynomial
operations for its own custom Halo2/Plonkish circuits.

Compatibility with legacy tooling: Because addresses remain 20-byte values and
msg.sender  semantics are preserved, existing Solidity contracts and tooling
(OpenZeppelin libraries, Hardhat, Foundry) generally "just work" when deployed to Po8, as
long as they do not rely on ecrecover . New libraries can provide drop-in replacements that
validate ML-DSA signatures via precompiles instead of ECDSA.

Objective: Establish the PQC transport layer.
Deliverables: liboqs  Rust wrappers, P2P networking layer with ML-KEM/Kyber
encryption.

Milestone: A Devnet launch running on CPU-based mining simulations to test the



Phase 2: The Edge Awakening (Months 7-12)

Phase 3: Privacy & Compliance (Months 13-18)

consensus logic.
Workstreams:

Implement po8-crypto  FFI bindings to liboqs , including Kyber (ML-KEM) and
Dilithium (ML-DSA) parameter sets, along with constant-time test vectors.
Stand up a minimal po8-core  node that can exchange "hello world" messages over
libp2p  using Hybrid Key Exchange (X25519 + ML-KEM) for Noise handshakes.
Integrate a CPU-only TensorChain simulator to exercise block production, difficulty
adjustment, and Freivalds-based verification without requiring NPUs.

Build CI pipelines for cross-platform builds (macOS/ARM64, Linux/x86_64) and basic
fuzzing of serialization formats for keys, signatures, and ciphertexts.

Objective: Activate the NPU mining network.
Deliverables: tensor-miner  binaries optimized for Apple Metal Performance Shaders
(MPS) and Kneron ONNX Runtime.
Milestone: Launch of the "Incentivized Testnet." This phase focuses on stress-testing the
Mixnet bandwidth and verifying the "Batch-1 Efficiency Gap" hypothesis with real-world
energy data from miners.

Workstreams:
Implement the Apple backend using the MLX C++ API to generate and multiply large
INT8 matrices in Unified Memory, instrumented with power and latency measurements
to validate the Batch-1 Efficiency Gap against commodity GPUs.
Implement the Kneron backend by compiling a subset of TensorChain and InferNet
workloads to KL520/KL720 via ONNX, and wiring these into the sharded mining
scheduler.

Deploy an "Incentivized Testnet" where miners submit telemetry (hashrate, energy
usage, effective bandwidth) in exchange for test tokens, using this data to tune matrix
sizes N  and shard sizes for fairness.
Introduce an early version of the Mixnet and dVPN sidecar, initially carrying only test
traffic, to measure real-world latency distributions and packet loss under loop cover
traffic.

Objective: Enable the privacy ledger.
Deliverables: Integration of Halo2 ZK circuits, Recursive Proof generation, and the View
Key hierarchy.

Milestone: Onboarding of initial "Compliance Oracles" to issue Verifiable Credentials for the
permissioned pools.



Phase 4: Mainnet Launch (Month 19+)

8. Conclusion
The Po8 Network is not merely a technological proposal; it is a manifesto for the survival of the
decentralized internet. It recognizes that the current trajectory of blockchain technology—

Workstreams:
Implement the shielded pool module using Halo2-KZG, including note commitment
trees, nullifier sets, and recursive aggregation of transaction proofs into block proofs.

Integrate the Siniel private delegation protocol into mobile and desktop wallets so that
users on constrained devices can outsource proving to workers without exposing
witnesses.
Define and implement the full View Key hierarchy (sk, fvk, ivk, tvk) in the wallet SDK
and node, including ZK circuit constraints that enforce consistency between sender
and audit encryptions.

Stand up a small network of "Compliance Oracles" capable of issuing and revoking
Verifiable Credentials (VCs), and connect at least one pilot "whitelisted pool" that
requires VC proofs for access.

Objective: Genesis.

Deliverables: Genesis block signed by SLH-DSA (Sphinx+) root keys. Hard fork of the
EVM to enable QAL and precompiles.
Milestone: Public release of the Ledger hardware wallet app via Ledger Live developer
mode.

Workstreams:
Conduct third-party security audits covering the PQC implementations, ZK circuits,
NPU mining clients, Mixnet/dVPN stack, and hardware wallet firmware, with a public
remediation report.
Run a series of "dress rehearsal" testnets that mirror mainnet parameters (block times,
validator set size, economic incentives) to validate governance, upgrade procedures,
and incident response playbooks.

Finalize the SLH-DSA (SPHINCS+) governance key ceremony and publish a
transparent record of key custody, revocation mechanisms, and emergency upgrade
paths.
Coordinate wallet, explorer, and infrastructure partners (RPC providers, custodians,
exchanges) for a synchronized mainnet genesis, including QAL-aware tooling and
Ledger app distribution via Ledger Live.



ignoring the quantum threat, accepting mining centralization, and treating privacy as an
afterthought—leads to a dead end.

By synthesizing the rigorous mathematics of NIST-standardized Post-Quantum Cryptography
with the practical engineering advantages of Apple's Unified Memory and the sociological
resilience of Mixnets, Po8 offers a coherent solution to the Quadrilemma. It creates a network
where mining is accessible to individuals, where privacy is the default state, and where the
ledger is immutable not just for a decade, but for the century. The architecture detailed in this
report provides the necessary technical blueprint to realize this vision, securing the future of
digital sovereignty against the threats of the post-quantum era.


